(GEORGETOWN
UNIVERSITY
—

McDonough
SCHOOL of BUSINESS

MSB Technology Center
Service Level Agreement

Revised Jan 2010



Table of Contents

MSB Technology Center MisSion STAateMENT ..........cccvevveiieiicie e 5
0] 103 PSSR 5
OVBISTONT. .. b bbbt e bbbt bbb bbb e n et n bt 6
(@ 0= 1] - 4 o] SRS 6
STUABNT EMPIOYEES.....c.eiceee ettt et e st e e e s e e s be et e sseesraeaeeneenreente s 6
Y] = 3 [ @ (o [ O 4= o RSP 7
PIOCEAUIES ...ttt ettt b bbbt bRt s et b e b e bt e bt bt bt et et e b et e benbesbenbeere s 8
CoNtACLING MSBTC ....oiiiiciee ettt et e e e st e et e et e st e e s beesbesaeesreeneeneenreentens 8
Hours of Operation and Staff Availability ... 8
Special After-Hours CONSIAEIAtIONS ...........ccveiueiiieiieie e e e e sre e 9
ReSPONSE aNA RESOIULION ........ccviiiiiieiie ettt e e sre e e e sneesaeeneeas 10
RESPONSE THMIE ...ttt bbbttt b bbbt b et e bttt nbe st e sbeene s 10
Response and Resolution DEtailS............coooiiiiiiiiiiiiec e 10
Problem Severity — Priority ASSIGNMENTS..........coiiiiieiieiie et 10
(01 F ] £0T0] 0 IS UT o] o Lo ¢ SRS T PSR PP PRSP 13
Server Outage Priority LEVEIS. ..o s 13
NEtWOIK SEIVICE OULAGE ... .ecveeveeiieieie ittt ettt e e e et e s et e e beaseesreesesnneareenneas 13
SPECITIC MSBTC SEIVICES ...ttt st bbbttt sb et st ene s 14
11 0] g T I ST PSS 14

B 5 1T A 5 o) PSSO PSR 14
INEEWOTK ACCOUNTS ...t siieieese st ettt et e st e e st esteeseesseesteeseeaseesteeseeaseesseenseaseesreenseaneenseennnns 14
UIS NEIWOTK SEIVICES. ... ecveeitieieeiiesiiesie et sieee e st ste e ste e teaseestaesteeneesseenteaseesseeneenneenneeneeas 15
ACCOUNT TEIMINALION ...ttt sttt et e sbesbesbeenenreas 15
NON-IMSB USBIS ...ttt sttt he et e e be e et e e s ae e e beeebeeanbeenreeenbeenneas 15

[ oL 1T = SRS RSSSR 15
Hardware Procurement/Replacement ...........c.voiieiiiiiie ittt 16
NEW EMPIOYEES ...ttt bbbttt b bbb b ene s 16
Terminated EMPIOYEES ........ooiiiiiiieie bbbt 17
SUPPOIEA SOTEWAIE.......eeitieiiieciie ettt e e e e s e e be e e reesnbeabeearneareea 17
Lo oI A £ - | SR 18
Audio-visual equipment and services lMitationS ...........cooecvveiiniiniinieeeee e 19



EQUIPIMENT LLOBN ...ttt sttt sttt st et b et e et esne e beeneesneenbeenaeas 19

QLI L=Te o ) £ =10 Tox | oSS 20
AUIO TeleCONTEIENCING.....ccuieieiiece et re et sreenre e e 20
V1dE0 TeIECONTEIENCING ... cviieiiiieiieiet e 20
WED TelCONTEIENCING ....cveeiieie et e e e re e e nraeee s 20
VLo [=To R U T= T 41 T SRS 20

MLttt r et et reete et e areeae s 21
OFFICIAI E-Mal ..o bbb 21
E-Mall SECUIILY ..ottt e et e e e s e e sneeneenneeee s 21
Appropriate Use of MSB E-Malil..........cccoooiiiiiiiiic e 22
BIaCKDEITY SUPPOIT ... ..ottt s te e eeeneesreeae s 22
E-MaIT CHIBNTS ....ccviiee et bbbttt et bbb sbe b eneas 23
UNSONICITE EMAILL....ceieiiceieceee et e e 23
Threatening E-Malil.........c.oooiiic e 23

o 01 Lo TSP TR 23
PIINTEE SUPPIIES ...ttt 24

(0707 0) /1o o F SRR 24

INEEWOTK STOTAQE ....vvevieie ettt ettt et e e e s s e st e et e e re e beenbeaneesteennesneenreeneeas 24
DIIVE ASSIONIMENTS ......eitiieitietieite ettt b e bbb et e e e b et et nbe b e sneeneas 24

BACKUD ..t b bbb nae s 25

RESTOIE ...ttt ettt h e bt e b et e bt e e e b et e e r e 25
Personal Data ReStOre PrOCEAUIES .........ccueieeiieeiesieenieeiesieesieeeesee e esee e saeeneesreeseeeneesneeneas 25
E-Mail RESIOIE PrOCEUUIES. ... .cviiiieieieie ettt sneesre e e eneenneanee s 26
Department Systems ReStOre PrOCEAUIES .........ccuciveiiiiieiiciie ettt 26

WVBD PAGES ...ttt bbbt b bRt R ettt bbb b 26
STUAENT WED PAGES ...ttt bbbt 27
INEINAL WED PAGES ... et ere e 27
IMISB IMHINT SHEES....e vttt ettt et e st e e st e s teeteeneesteeneeaneesreeseeeneenneeneeas 27
Faculty Web Pages (EXplore.Georgetown.€du)..........coevueierienininienieieieieee e 28
EXTEINAl WED PAQGES ..ottt ettt e e nnnas 29

L AT =] =TSSR SSS 29

SBOUTTEY .ttt b b bbb bR bbb bRt bt et ettt e bbb 29
User Security ReSPONSIDIITIES ........c.oiiiiiiiiii e 29
NETWOTIK ACCOUNT SECUITLY ......vvivieiieiieieeste sttt ettt nb e 30



DALA SECUIEY ...ttt ettt st bt et e st e s b e et e sreesbe e e e sneenbeanee s 30

Computer PRYSICAI SECUITLY......cviiieiecie ettt sre e 30
LI - UL SRR 31
MSBTC Training (APPENTIX A) ...eeiueeieieiieie sttt sae e e steeaesseesteeeesreesseeneens 32
MSBTC Department Web Page Support (ApPendiX B) .......cccovveieiieiieieiieseeie e 33



MSB Technology Center Mission Statement

MSB believes it is necessary to maintain an Information Technology (IT) infrastructure that will
efficiently reflect IT as it is in a progressive corporate environment.

MSB Information Technology Services should:

- Reflect the information technology centric nature of the business world

- Reflect the global connectivity necessary for business in a world economy

- Reflect the growing trend in Information Technology to adopt and support open technical
standards in both Internet communications and local operating systems.

- Be efficient in managing the hardware and software assets.

- Establish a system that is agile with regard to all aspects of information technology including
policies, staff, and infrastructure, capable of accommodating modifications or new program
support in a matter of hours or days rather than months or years.

- Build a system that is more than an internal support structure for MSB business processes, but
can also be used as a formal and informal teaching tool to acclimate students to a progressive
corporate IT infrastructure, including new and emerging groupware, communication, database
access and personal productivity standards.

- Establish a community of IT providers and users that does not distance the two with excessive
administration and procedure.

Policy

The MSB Technology Center (MSBTC) Service level Agreement (SLA) defines the services
provided by MSBTC to the MSB user community. This document sets user expectations for
individual service requests including procedure and time to completion.

This SLA defines the most important elements of MSBTC user support. MSBTC policy is set by
the Chief Technology Officer. While it is an independent computing unit at Georgetown
University, MSBTC policy will conform to all Georgetown University IT policies particularly
when it relates to security and network protocols. The broader aspects of GU and MSB network
technical policy are the subject of other documents including but not limited to those relating to
Appropriate Use, Procurement, and Human Resource Management.

MSBTC policy will be formed in a cooperative effort with MSB users and Georgetown
University Administration. In particular MSBTC will participate with the various permanent and
ad-hoc GU and MSB committees created to manage information technology issues. These
committees include but are not limited to:

MSB Information Technology Advisory Committee (ITAC)

MSB Staff Technology Advisory Committee (STAG)

MBA Computer Advisory Committee (MCAC)

MBA Student Government Association (SGA)

GU Unified Classroom Working Group (GUCWG)

GU Computer Services Advisory Committee (CSAC)

GU Information Services Management Committee (ISMC)



GU Technology Service Providers (TSP)
GU Blackboard Advisory Group (BAG)

“I did not lie...the truth changed.” This SLA is a dynamic document. As the character of
information technology changes, support requirements also change. Through a process of
regular review this document will change with the nature of support offered by MSBTC.

Oversight

All MSB data network functions are the responsibility of the MSB Chief Technology Officer.
Delegation within the MSBTC organization does not modify that assignment. Delegation within
MSBTC is for operational consideration only.

No Internal MSBTC procedure shall serve to reduce the technical or policy requirements set by
Georgetown University for data or network management. GU policy and procedure is normally
set through University Information Systems (UIS).

MSBTC will comply with any applicable governmental regulation regarding information
Technology including privacy of data services and backup. MSBTC will secure the assistance of
UIS in determining the exact requirements for government regulation compliance.

Organization

MSBTC is organized under the Chief Technology Officer (CTO), who reports to the MSB Chief
Operations Officer (COO). MSBTC is divided operationally into three groups related by broad
technology similarities. They are:

e Networking Group

e Web Technologies Group

e Help Desk
Each MSBTC group is managed by a Senior MSBTC Technician.

Student Employees
MSBTC employs approximately 40 students. MSBTC student employees are divided into four
functional groups serving particular technical and organizational roles.

- Front Desk Group

- Tech Team

- Web Team

- Training Team

Each functional group has a Student Manager. Student employees are managed overall by a
Student Lab Manager. Student employees are supervised by the MSB Help Desk Manager and
Chief Technology Officer.



Student employees have enhanced administrative access to student network accounts. They are
specifically trained in the technical and security responsibilities that come with the position.
Formal training is through the Personal Qualification System (PQS) and is administered by the
Help Desk Manager. All student employees are required to successfully complete this PQS
within 60 days of start of employment. Student employees will not be granted administration
rights to the network until their individual PQS is completed.

The roles student employees fill at MSBTC are principally “front line” support. Student
employees frequently interact with all members of the MSB user community, including faculty
and staff. Maintaining the proper relationship between MSBTC student employees and MSBTC
customers is critical. It is the responsibility of the CTO to ensure that MSBTC student
employees and properly prepared for their responsibilities and that student employees are
afforded the necessary status required to operate professionally within the organization.

MSBTC Org Chart
MSBTC organization as of January 2010 is reflected in the chart below.
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Procedures

Contacting MSBTC

MSBTC contact procedures are designed to provide meaningful response in the shortest time
possible and with the most flexible options for resolution.

MSBTC is the single point of contact that all MSB customers may rely upon to process
information technology requests and trouble calls. MSBTC will remain the single point of
contact even if the responsibility for the particular system in question is outside of MSBTC
operational control. For example, MSB users may rely upon MSBTC to manage trouble calls for
the university Blackboard On-Line classroom management system and for the wireless network
system even though both systems are not under MSB control. In the case of external systems
MSBTC will assist MSB users in managing requests to the responsible organization.

Customers should contact the MSBTC Helpdesk at 687-4721 or via email at
msb-help@msb.edu

MSBTC does not maintain a completely separate Help Desk infrastructure. While there are
specific Help Desk Managers, many elements of MSBTC help call resolution are distributed.
One such case is Help Requests notifications and Initial Response. If submitted correctly by e-
mail or to the Help Desk phone number, customer help calls are automatically visible to all
MSBTC Full Time Staff. Any full-time staff members, based on their own initiative, are
authorized to respond. This system mitigates some of the effects of small technical staff to user
ratios.

Hours of Operation and Staff Availability
Full-Time staff

Monday through Friday 8 AM to 8 PM
Saturday 9 AMto5PM
Student Staff extended hours
Monday through Thursday 8 AM to Midnight
Friday 8 AM to 9 PM
Saturday 9 AM to 9 PM
Sunday Noon to 9 PM (Monday)

Off Hours include — Hours outside posted hours above and Holidays.
Summer hours and student holidays —

Maintained by Full-Time staff Monday — Friday, 9 AM — 5 PM
Finals and Special Events


mailto:msb-help@msb.edu

MSBTC hours are modified during finals and special events to provide additional service.

Special After-Hours Considerations

Customers may contact the MSBTC Helpdesk with at least one week lead time to make special
arrangements for more responsive after hours support for a specific period of time for unique
projects or activities. For example, it may be imperative that a certain application has high
availability over a specific weekend. In this situation, additional on-call technicians may be
assigned over the weekend and put on high alert to respond to problems in a more timely fashion.



Response and Resolution

Response Time

MSBTC Response times are defined in terms of “Initial Response”, “Initiate Fix” and “Problem
Resolution”.

¢ Initial Response: Time allotted to respond to an end-user after receiving a support call.
Initiate Fix: Time allotted to begin work on a problem after receiving a support call. In
cases where long term actions are required “Initiate Fix”” may mean starting initial
discussions on a plan of action.

e Problem Resolution: Time allotted to resolve a problem after receiving a support call.

In most cases, a technician will be available to answer phone calls during business hours.
Email and phone messages will be reviewed periodically during Business Hours.
MSBTC prefers to communicate via e-mail when possible.

Normally MSBTC will confirm receipt of e-mail help calls within one hour. A technician will
be assigned to each trouble call from any source within one business day. Routine trouble calls
will be responded to within 1 business day (Initial Response) and Initiate Fix within 2 business
days. At the time of Initial Response the MSBTC assigned technician will provide each
customer with an expected time of completion and follow-up contact information.

Response and Resolution Details

e An Initial Response will consist of a phone call or email to the requester to confirm the
request, discuss details, and assign a priority, and provide contact information of assigned
technicians.

e Targeted e-mail and/or phone distribution lists are maintained to notify the appropriate
parties affected by server and application outages. During high priority outages, problem
status will be communicated periodically to the affected parties as new information
becomes available.

e As reasonably required, feedback on lower priority support calls will be communicated
via e-mail or phone to the affected parties.

e The time required to resolve a Priority 1 outage will be dependent on the severity of the
problem and number of Priority 1 calls in the queue.

e Resolution of Priority 2 calls will be addressed in the order received and after all Priority
1 calls have been addressed.

e Some Priority 2 server outage calls are related to a subset of users in a single network
(i.e., a building or floor) or user population (e.g., wireless users) unable to access the
server. If the problem is determined to be a network segment outage, we will update that
group as fixes to the problem become available.

e Scheduled Outages: An e-mail or voicemail notification will be sent to the appropriate
parties at least 2-5 days in advance of a scheduled integration or production server
outage.

Problem Severity — Priority Assignments
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Below summarizes MSBTC goals with respect to assigning problem priorities and expected
reaction/resolution time. In all cases the individual circumstances may influence reaction times.
Circumstances that may extend reaction and resolution time frames include staff availability,
multiple simultaneous issues, vendor support requirements and complex technology questions.

Priority 1 ]

Priority One assignments are made in the case of broad-based systemic failures or security
incidents. Initial Response, Initiate Fix, and Problem Resolution will all be done as soon as
possible. Priority 1 trouble calls take precedence over all other MSBTC activities.

E-mail, file/print, web, application, database, and other hosted services
This includes:

Complete server crashes,

Application and database failures

Critical problems impacting multiple end-users

Security Incidents

Desktops:
During Business Hours, includes:

Multiple user desktops disabled to the extent that the end-users cannot function or
perform the basic tasks required for the position. The source of the problem may be
hardware, software, server, or the network.

During Off-Hours, includes:

Multiple user desktop problems related to campus network or Priority 1 server outages.
All other problems specific to the desktop hardware and software will be addressed as a
Priority 2 outage the next business day.

Priority 2

Priority 2 calls relate to important MSBTC network services but do not represent broad-based
outages affecting all customers. Initial Response during working hours will be within one hour
of notification. Initial Response during non-working hours will be within one business day.

Initiate Fix and Problem Resolution as soon as possible.

E-mail, file/print, Web, application, database, and other hosted services
Includes:
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Production system failure to serve a subset of end-users or properly render a portion of
services and/or applications provided by the server, i.e., partial server failure; new
account creation and multi-user application or database failures.

Desktops
Includes:

Desktops disabled to the extent that multiple end-users cannot perform some of the tasks
required for the position but is able to perform other tasks, e.g., unable to access e-mail.

Locked accounts
Account password resets.

Priority 3

Priority Three trouble calls relate to issues affecting individual computers or network accounts.
Priority Three assignments will be made to issues that could be considered normal work
processes such as software installations, training, hardware upgrade or installation. Priority
Three will also be assigned to most individual hardware and software trouble calls.

Response within one business day
Initiate Fix within two business days
Problem Resolution within three business days

Includes:
Hardware and software malfunctions in individual system
Student individual and organization web site maintenance
"How do I" questions
Software extensions
New hardware installation
Training related problems

Priority 4

Priority Four assignments will used for long-term projects and planning evolutions. Presumably
Priority Four issues are not sensitive to near-term reaction and may involve coordination of
multiple technologies or schedules over an extended period. Resolution in Priority Four
situations will be largely determined by project deadlines.

Response within one business day
Initiate Fix within two business days

12



Problem resolution as per individual project plan of action

Includes:

Technology design requests

Lab schedule requests

Long term or preventative maintenance

Software exceptions

Requests for applications/database development and enhancements
Technology Purchase

Classroom Support

Support for IT systems in MSB classrooms and MSB conference rooms being used for
classrooms or special events is a special category. Trouble calls on equipment or services that in
the opinion of the instructor directly and adversely affect the ability to conduct instruction will
be handled on a Priority Two Level. Classroom trouble calls that do not immediately affect
classroom instruction will be handled on a Priority three Level.

Each MSB supported classroom will have an immediately available phone that should be used to
report critical trouble class. For classroom trouble calls that do not have an immediate adverse
effect on quality of instruction the normal trouble call process should be used.

Server Outage Priority Levels
Server or Application — examples PRIORITY

Network services
Email Webaccess (site wide)
NetStorage (site wide)
Printing (site wide)
Email (individual)
NetStorage (individual)
Printing (individual)

NNMNNE PP

Administration
Account creation 3
Folder membership
Future requests 4

w

Network Service Outage

Nominal updates will be performed on an as needed basis and may require an interruption of
service. These updates include patches, modifications, security adjustments, upgrades, and other
installations required to keep the systems up-to-date.

High-risk events such as a major security issue, denial of service, or other event that puts
University assets or infrastructure at risk will occur without prior notice. Therefore, responses to
such events may occur without notice. The MSBTC will make every effort to keep the university
community informed.
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Specific MSBTC Services

Authorized Users
MSBTC services are provided to authorized MSB users. An authorized user must meet the dual
requirements of :

- Appropriate association with MSB either through enrolment in an academic program
offered by MSB or through employment

- Have paid any appropriate fees.

Authorized users are also required to attend an orientation program designed to familiarize them
with terms and conditions of MSB Network use and with basic services.

MSB user account privileges are not transferrable. Only the authorized user may access the
network or use other MSBTC services and facilities. In particular, printing, faxing,
teleconferencing, and equipment repair or loan, are provided for the user in connection with his
or her individual academic program. Any other use of network services for other organizations
or purpose must be approved in advance by the Chief Technology Officer.

Best Effort?”
“Best effort” support defines MSBTC support level for non-standard software and hardware.
There are no service guarantees for non-standard hardware and software. In general MSBTC
will provide professional services to the extent possible. MSBTC will endeavor to create open
systems that allow greater connection options for non-standard hardware and software. “Best
Effort” however assumes that the level of support offered for these systems is something less
than what is guaranteed for standard systems.

Network Accounts

MSBTC will provide a Novell Network account to each authorized MSB user. Authorized users
include all faculty, staff, and all MSB students who have enrolled that semester and paid the Lab
Fee.

MSBTC will provide a GroupWise e-mail account to those MSB Network users who should use
GroupWise as their primary e-mail system. GroupWise accounts are optional for non-MSB
users who need access to only specific portions of the network.

The MSBTC Student Lab Fee is collected each semester from student users with MSB Network
accounts. The Lab fee must be paid prior to creating or extending a student network account.
MSBTC Network accounts provide network data storage, printing, e-mail and all standard
MSBTC services. Users may at their option decline a service, but the Lab Fee is not reduced.

Network accounts are extended automatically for MSB faculty and staff and business school
students. All other accounts including non-MSB students working for faculty and staff must be
renewed at the beginning of each semester.

Network accounts are cancelled/closed on the following schedule:
- Staff data and e-mail accounts from last day employment is terminated
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- Faculty data accounts from last day of employment

- Faculty e-mail accounts 30 days from last day of employment

- Non-MSB student data and e-mail at the end of each semester

- Transferring MSB students at the end of the last semester registered with MSB
- Expelled/Suspended students data and e-mail on day of expulsion/suspension

- MSB graduated student data 30 days after graduation and e-mail 6 months after
graduation

UIS Network Services

(SIS, GAMBIT, GENESYS, etc.) Connecting to many of the GU data systems frequently
requires specialized hardware and software configurations and UIS authorization. If employees
require this type of access it must be arranged in advance. It frequently takes a couple weeks to
do this.

Account Termination

Novell Account (Staff) - MSB Novell access including e-mail is terminated at the end of
the last day of employment. Individual extensions must be approved by the Department Head.

Novell Account (Faculty) - MSB Novell access with the exception of e-mail is terminated
at the end of the last day of employment. GroupWise e-mail is available for 30 days after the last
day of employment. Individual extensions must be approved by the Deputy Dean.

UIS Accounts - UIS services, including e-mail routing, Blackboard, and GU Share, are
terminated 30 days after the last day of employment. UIS services extensions must be requested
through UIS (help@georgetown.edu).

Non-MSB Users
Non-MSB users who require a MSB Network account for a particular class or project should
contact MSBTC and arrange for an account. Normally non-MSB user accounts are granted to:
- Students taking at least one MSB class that requires network access
- Students employed as faculty or staff assistants
- Researchers and GU faculty members supporting MSB research initiatives
- Individuals designated by an Associate Dean

In the case of non-MSB student network accounts for a particular class or project, there is a
mandatory Lab Fee.

Hardware

MSBTC will fully support all MSB-owned personal computers (PC). All MSB PCs will have
full MSB and Internet network connections. All MSB PCs will be configured with standard
software packages and those optional software packages desired by individual MSB users (See
“Supported Software” for details on individual software programs support).

MSBTC requires all MSB-owned PCs to conform to particular technical specifications. MSBTC
establishes new specifications and designates a standard vendor annually. In order to qualify for
full support PCs must be procured through MSBTC and conform to the minimum specifications,
including warranty service.
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PC hardware and software supported under this Service Level Agreement must additionally meet
the following criteria:

e Computer equipment and peripherals that are less than four years old.

e Troubleshooting and repairs on peripheral equipment will be undertaken if support may
be provided within a reasonable amount of time and in a cost efficient manner. MSBTC
CTO reserves the right to make judgments in determining “Cost Efficient”.

e PC operating system versions must be fully supported by their vendors. As of January
2010 the MSBTC supported PC operating systems are:

Windows XP SP2 and above
Windows Vista (all versions except Home)
Windows 7 (all versions except Home)

e Operating systems or applications installed or configured without the knowledge and
oversight of the local support team or in violation of the MSB security policy will not be
supported.

e Support staff will attempt to resolve issues with MSBTC-owned computer equipment off-
campus by phone and/or remote access. However, full support can only be provided to
computers accessible on-campus in MSB spaces.

MSBTC manages a number of centralized services to aid in providing IT support to individual
PCs.

Managed workstation security policy

Automated patching for Windows systems

Managed antivirus with multiple updates daily

Security scanning (routine and upon request)

Security awareness training

IT Intranet web site

Test server environment

Business continuity planning and risk assessment

In general MSBTC will support non-standard computers as a “best effort” initiative.

Hardware Procurement/Replacement

MSBTC requires all supported hardware including personal computers, monitors, external
drives, printers, scanners and any peripheral device, be procured through MSBTC. MSBTC will
apply standards with regard to hardware specifications, vendor, and warranty when procuring
equipment.

MSBTC will normally replace computer hardware on a three year cycle. Computers and
monitors for full time staff and faculty positions are replaced in this program and funded through
MSBTC. Temporary staff and student staff computers are not replaced. MSBTC will provide
used equipment as available for temp and student positions. New computers for temp and
student positions must be funded through the department.

New Employees
The following procedures apply specifically to new employees:
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- NetID A NetlD is generated by GU Human Resources when hiring paperwork is processed.
Nothing IT-wise happens without a NetID.

- Novell Account On request, MSBTC will build a new MSB Novell account for an
employee. Standard setup includes:

P: Drive
S: Drive
H: Drive for the designated department.

We will activate the Novell account when the new employee attends the Network
Orientation. Network Orientations are conducted each Wed at 10 AM in the MSB Tech Center.
No appointment required.

- Computer MSB Offices have been equipped with computers. Computers are managed by
the department and MSBTC fixes them if the break. If a new employee needs a computer and a
department computer is not available, a new one may have to be purchased. If MSBTC has a
spare computer we will provide it at no charge (Right now we have a few "extra" desktop
computers). If a new computer purchase is required funding comes from the department
budget. The computer will be either a Lenovo desktop or a Lenovo laptop. There are several
models and configurations to choose from.

- Peripherals (Printer, scanner, etc.) Computer peripherals are also managed by the
department. If a new employee requires extra IT equipment purchase is funded through the
department.

- Software MSBTC will provide any or all of the software on the supported software list. Any
additional programs must be funded through the department and purchase/installation arranged
in advance.

- Data Systems Connection (SIS, GAMBIT, GENESYS, etc.) Connecting to many of the GU
data systems frequently requires specialized hardware and software configurations and UIS
authorization. If new employees require this type of access it must be arranged in advance. It
frequently takes a couple weeks to do this.

Terminated Employees
The following procedures apply specifically to terminated employees.

- Hardware - Computers, peripherals and any hardware remains the property of MSB and
should be administered by the department. Terminated MSB employees will not be allowed to
keep computer hardware used while employed.

- Novell Account (Staff) - MSB Novell access including e-mail is terminated at the end of the
last day of employment. Individual extensions must be approved by the Department Head.

- Novell Account (Faculty) - MSB Novell access with the exception of e-mail is terminated at
the end of the last day of employment. GroupWise e-mail is available for 30 days after the last
day of employment. Individual extensions must be approved by the Deputy Dean.

- UIS Accounts - UIS services, including e-mail routing, Blackboard, and GU Share, are
terminated 30 days after the last day of employment. UIS services extensions must be requested
through UIS (help@georgetown.edu).

Supported Software
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MSBTC supports the software listed in the MSB Standard Software Document. Software is
either fully supported or partially supported depending on how broad-based use is among the
MSB user community and on funding arrangements.

Specific applications support, that is assistance with the particular functions and commands
accessed when the software program is being used for its designed purpose, is provided to the
extent possible. MSB users cannot expect MSBTC technical staff to be proficient in the
particular aspects of every supported application. Some support is extended in partnership with
particular MSB Departments especially where that department has identified a particular
program or capability as mission critical. In some cases software is supported only to the extent
that MSBTC staff will ensure the program is running properly in a PC or network environment
and it is up to the user to become familiar with the program commands and setup.

Software not on the MSB Standard Software document is not supported.
MSBTC cannot provide troubleshooting advice on software that has not been obtained legally.

For the most part and in conjunction with UIS, MSBTC will fund the purchase of fully supported
software. In cases of “specialty software” where software is partially supported MSBTC may
aid in the purchase. However specialty software acquisitions are funded through individual or
departmental budgets.

Except when specifically arranged, MSBTC does not subsidize student software. Software is
available at reduced rates through the Georgetown bookstore and through various commercial
vendors. The MSBTC does not have a “master copy” of any software available for student use.

MSBTC will require 90 days notice from faculty requesting support of new software. During the
90 days MSBTC will conduct a technical evaluation and define funding sources. Only after the
successful completion of the evaluation and funding will MSBTC commit to support of new
software programs.

Audio / Visual

MSBTC provides audio-visual support and consultation to MSB faculty, staff, and students on an
as-needed basis for academic purpose. MSBTC supports all AV in MSB classrooms and
administration areas. MSBTC will not provide support for AV systems that are used outside the
academic environment or outside MSB AV spaces. AV support in non-MSB spaces is provided
by GU Classroom Education Technology Support (CETS).

MSBTC will provide faculty and staff with the delivery and setup of presentational equipment
within the MSB Hariri building. Locations outside Hariri may be considered by the CTO upon
special request and permission granted at his discretion. However, under normal operating
procedure, support will remain within the Hariri Building.

MSBTC supports all classroom technology that has been put in place by MSBTC. This includes

computer equipment, projection equipment, screen devices, wireless microphones, wireless
pointer devices, laptop connections, all A\V controlling equipment and digital overhead devices.
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MSBTC will provide support to connect, utilize, display, and operate exterior devices connected
to classroom equipment while used for educational purposes. MSBTC support for UIS
controlled classrooms on campus is “best effort” and will normally require coordination with GU
Classroom Technology Support.

MSBTC will require at least three (5) business days prior notice for AV service requests
regarding any instructional or presentational equipment or service. This period may increase
depending on the complexity of audio visual needs.

Use of audio-visual equipment requires some preparation on the part of the user. MSBTC
expects each user to be familiar with the procedures to connect standard display and audio-visual
equipment to personal computers. Use of classroom technology requires each user to be trained
on the particular systems. MSBTC will offer AV training periodically through the MSB-help
system. MSBTC will provide basic technical instructions to begin use of the camera, i.e. tape
loading, correct settings for recording, begin recording, end recording, zoom features, rewinding,
etc.

Audio-visual equipment and servicedimitations

MSBTC is not responsible or liable for exterior computers or devices connected to classroom
equipment unless they are owned by MSBTC.

MSBTC will not support removal of Digital Rights Management protocols for reproduction.

MSBTC video equipment is available for loan only when not being used for class assignments or
assigned projects.

MSBTC does not provide training on video-recording “art” or camera and presentation setup.

MSBTC does not support video recording of any type of event except by special request
followed by approval of the CTO.

MSBTC does not routinely support video editing. This includes any training, provision of
computer hardware, and provision of software for this purpose.

MSBTC does not provide training or consultation on the “art,” or production of photography.
MSBTC does not provide support or consultation for audio or video formatting or reformatting
except by special request followed by approval of the CTO. This includes encoding, decoding,

conversions from one format to another, or compression changes

MSBTC will not provide software or hardware to support these services beyond what is available
through the Microsoft Windows Operating System.

Equipment Loan

MSBTC will loan available equipment to faculty, staff, and students for academic purposes.
These devices are not for personal use and must be returned to MSBTC on completion of the
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project for which it was borrowed. Devices must be returned to MSBTC without being handed
off to another business school individual i.e. loaned out again without the knowledge or consent
of MSBTC. The original borrower will be held responsible for the safety of the borrowed
device, service, or software regardless of the circumstances.

Teleconferencing

Audio Teleconferencing

MSBTC will support voice teleconferencing for up to 20 simultaneous participants via standard
telephone connections. Users should request voice teleconferencing sessions through MSB-
Help. In the case of international or cell connections participants will be responsible for
individual connections costs.

Video Teleconferencing

MSBTC will establish hardware and software standards for webcam technology used for
teleconferencing over personal PC. To the extent possible MSBTC will have laptop video-
teleconferencing equipment available for loan. MSBTC is not responsible for maintaining
individual access to commercial video-teleconferencing service like Skype.

MSBTC will provide ISDN video-teleconferencing support from special facilities in the Hariri
Building.

MSBTC cannot support teleconferencing systems outside of the Business School with the
exception of far side troubleshooting during the teleconferencing connection process on in-house
equipment

Web Teleconferencing
MSBTC will support Internet teleconferencing (“Webinar”).

MSBTC will establish a standard for web-conferencing software and support the use of this
software on personal computers.

Video-Streaming

MSBTQorovides video editing andstreaming services. Support can be extended to
equipment loan, editing and posting of streaming video, but the service is currently
restricted by a number of factors. Priompproval andarrangements for any video capture
and posting services are essential

When a project is approved:

- Equipment can be borrowed for a maximum of 2 days.

- The MSBTC does not provide a personal technician to recgotesentations. However, we
will instruct you how to correctly use the equipment and are alwayg available for
troubleshooting.

- Within 3 days after the camera is returned, the video will be posted online and we will
direct you to the link for viewing.

- This service is only provided for MSBTC rented equipment. (personal devices/cameras
cannot be submitted to have their contents posted online)
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Email

Official EMall

Novell GroupWise is the official email system of the McDonough School of Business. MSBTC
is responsible for ensuring that official e-mail sent and received within the GroupWise e-mail
system is properly managed. MSBTC is not responsible for any e-mail processes that take place
outside of the GroupWise system, including e-mail that is automatically forwarded to non-
GroupWise systems or reception of e-mail sent to GroupWise using anything other than
officially supported GroupWise e-mail clients.

One important aspect of MSB GroupWise designation as the official e-mail system is emergency
notification. Georgetown University uses e-mail as part of the system to notify students, faculty
and staff of emergency situations. MSB can support emergency communications through e-mail
for only individuals using GroupWise client to check official MSB and GU e-mail. Forwarding

or accessing emergency messages using any third party system is the responsibility of the user.

MSBTC supports the Novell GroupWise client for Windows and the WebAccess version of
Novell GroupWise offered on our homepage. MSBTC does not support non-Windows versions
of the Novell GroupWise client.

Due to the nature of email and the many systems and networks necessary for transmission of
email, The MSBTC cannot guarantee the delivery or receipt of email processed by email systems
operated by MSBTC staff, or any other system used to process email. Our target system
availability is 99.999% reliability of the email system. The MSBTC is committed to responding
to any email system problem immediately. Individual problems will be addresses within 1 hour
Monday through Friday during general business hours. Individual problems reported on
weekends and holidays will be addressed in 2-4 hours.

MSBTC e-mail support is restricted by University Information Systems in some areas. UIS
cooperation is required in setting up access to the @georgetown.edu e-mail domain. Access to
the @georgetown.edu domain can complicate e-mail problem resolution and requires
coordination with UIS.

E-Mail Security

The security and reliability of MSBTC email systems are important points in MSB information
technology strategic planning. Our vision of a successful email environment is one where email
senders and recipient’s users understand the risks inherent in email usage.

Nevertheless the security and privacy of an email message cannot be guaranteed. Users should
be aware that email security breaches can occur and that the confidentiality of Internet e-mail
transmission is not guaranteed. The legal system and the tradition of case law also provide
insight to the lack of personal privacy in email. The Cyber Security Enhancement Act allows any
federal entity to ask service providers (MSBTC) to turn over email for review.

Email messages that are created or received for public business reasons and stored on university
information technology resources or on home computers may be subject to Freedom of
Information Act requests, the Patriot Act, and court subpoena. These emails are considered
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public record, and the MSBTC may be required under law to disclose email message content,
which both the sender and recipient may believe to be private.

Users should be aware that e-mail transmission and sharing may not stop with the original
recipient. Information sent in email may be read, filed, stored, forwarded, responded to or
printed by the recipient or by others in receipt of the email. Email may be forwarded to a person
other than the originally intended recipient. Email typically includes a return email address or
the address of the sender; this email address may be kept and used for future communications. If
the sender of email includes personally identifiable information in the email, this information
may be used to address issues specified in the email, and may be included in return or forwarded
email text.

Appropriate Useof MSB EMail

MSB provides e-mail service as a necessary service to all MSB users. MSB users have
significant access through e-mail to other MSB students, faculty, and staff through individual
and group e-mail addresses. The potential for intentional or unintentional abuse is significant
and must be on the mind of every MSB user each time they access e-mail.

MSB GroupWise users must conform to the GU Appropriate Use Policy. In general that means
that GroupWise e-mail may be used for academic and personal purposes, but not commercially.
In particular users accessing the GroupWise Group e-mail services must recognize that they
cannot send mass e-mails without conforming to limits on authorized topics.

MSB users may not use GroupWise group e-mail to send the following types of messages:
e Solicitations for items for sale or purchase
e Solicitations for charitable contributions/events unless specifically authorized by

Georgetown University

Rude, slanderous, obscene or threatening messages

Chain mail

Advertisements for commercial events such as concerts

Political comment

MSB users may use GroupWise group e-mail to send the following types of messages:
e Academic projects, class work, or requests for information on MSB programs
e MSB social events
e Lost and found (one message only)
e Requests for lodging or notification of available lodging (one message only)

MSB users should assume that unless a group message type is specifically authorized, it is not
authorized. Any questions regarding appropriate content should be forwarded to msb-
help@msb.edu where it will receive prompt attention.

Blackberry Support
MSBTC supports the MSB BlackBerry Enterprise Server (BES) and provides BES accounts to
students, faculty and staff. The support for the BES is limited administering accounts on the
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system — MSBTC does not have a method of repairing the devices themselves in event of failure
but has a contracted vendor to provide this service. Blackberry users will be referred to the
vendor for routine maintenance and replacement actions.

MSB will, at the department’s option, reimburse employees for data connection charges when
using personal accounts to connect to MSB e-mail and files through a Blackberry or other PDA.
MSBTC will assist in setting up the connection, but reimbursement and account maintenance are
the individual account holder’s responsibility. Applications for reimbursement should be
submitted through the department.

Senior administrators are eligible for fully supported MSB Blackberry accounts. When approved
by the Chief Operating Officer (COO), MSBTC will provide a Blackberry device and administer
a full service voice and data account. All fully supported Blackberry accounts must be
administered by MSBTC using the standard service provider.

E-Mail Clients
Aside from the services for which we offer full support, MSBTC offers “best effort” support for
non-GroupWise email clients such as Microsoft Outlook and Mozilla Thunderbird.

MSBTC will provide particular support to Outlook special mode of compatibility with
GroupWise via the Outlook Connector. MSBTC can support this mode of Outlook to the extent
that it uses Novell GroupWise as the base of connection with the email server.

MSBTC offers ‘best effort” for other mobile e-mail devices, “smart phones” (ex. Treos and
iPhones) and PDAs.

Unsolicited Email

New and sophisticated technologies make it impossible to eliminate the annoyance of unsolicited
electronic mail and messages (known as SPAM). Occasionally messages may contain language
and material that is obscene and offensive. The MSBTC asks all email users to make every effort
to guard against retransmit of unsolicited or offensive messages and any attached.

MSBTC supports an internal spam filter. The filter will segregate e-mail that has the high
potential to be spam in a “Quarantine” area separate from user mailboxes. Users will have
special procedures that will allow inspection of the Quarantine area MSBTC will provide full
support for the network filter, however there will be an expectation that users are familiar with
the Quarantine and can inspect and release messages if desired. Quarantined messages will be
held for 10 calendar days and then permanently deleted.

Threatening EMall
If users have received threatening email from any source it should immediately be brought to the
attention of MSBTC

Printing

The MSBTC supports network printing for faculty, staff, and students through the Novell NDPS
and iPrint systems. Local printers installed are supported assuming the user is using supported
PC operating systems. A “best effort” support will be made for those choosing to use a Mac
operating system.
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MSBTC will trouble shoot hardware problems on all MSB-owned printers.

MSBTC will not perform maintenance actions on personal printers except through facilitating
user agreements with contracted service.

The MSBTC maintains the print.msb.edu webpage where all MSBTC network printers can be
installed locally assuming the user has the proper credentials.

Printing is an individual allowance. Users can print just about anything they want as long as it is
related to that user's academic program. Each print is deleted from their 1000 print per semester
allowance. MSBTC can tell users not to print big jobs when there are a lot of print jobs being
submitted. The MSBTC Front Desk can step in and set priorities on print jobs. You can manage
it either by talking to the individual ser and have them delay printing, or you can go in and
"Pause" or even erase a print job when it is in the print que.

Printer Supplies

All other printer supplies must be obtained through either the MSB Building manager’s Office or
individual departments. MSBTC will support printers only if printer supplies, including toner,
are procured through MSBTC approved vendors.

Copying
Copy services are provided for personal, academic-related projects. Copy services will count
against individual print allowances.

Network Storage

The MSB Technology Center is responsible for McDonough School of Business digital data
solutions. In addition to supplying robust on-line data storage services, MSBTC will secure this
storage against unauthorized access and accidental or intentional file removal. MSBTC supports
a backup structure both as part of the standard network servers and independently as a separate
media library.

Standardized policies as they relate to hardware and procedure are the responsibility of the MSB
Chief Technology Officer. It is an MSBTC responsibility to implement a backup system and
periodically review the system for potential improvement opportunities.

The MSBTC maintains several network servers each intended for a different purpose. Many
servers provide network data storage for users. Network storage is organized by “mapped
drive”. Mapped drives appear on personal computer connected to the MSB Network as a
“network drive” with a particular drive letter.

Drive Assignments
MSB Network standard drive assignments are:
e P: Drive - Personal drive space users can expect to be private
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S: Drive - Public and semi-public drive space with shared access among several users.
H: Drive - Department shared data storage. Individual departments will appear as
folders on the H: Drive

W: Drive - User web space on MSB web servers.

J: Drive - Auxiliary data storage assigned to fulfill particular individual requirements.
I: Drive — Storage for University approved pictures / images.

M: Drive — Temporary storage for media-collection. Contents removed after 3 days.
V: and Z: Drive — Reserved for MSBTC programs

MSB Network storage is the most available, secure, and reliable data storage option available to
MSB users. Network drives are provided for storing of personal information, sharing files with
others, and for collaboration purposes. All users are allocated a predetermined amount of space
which can be increased on a case-by-case basis to a maximum, which the CTO or Sr. Network
Engineer deem appropriate.

Backup

MSBTC provides network file restore services and short-term backup as part of the Novell
Operating System. This service is the primary resource used to restore data within 7 days of
loss.

On separate media MSBTC provides long-term back-up services for network data. This service
is provided as a last resort recovery method, provided that the normal recovery processes have
failed. MSBTC stores back-ups both on and off-site as required by best practices procedures.
MSBTC cannot guarantee recovery of all files based on unpredictable environmental factors.
MSBTC will provide a “best-effort” long-term recovery of lost files on a case by case basis.

MSBTC is not responsible for backup and restore of data stored on personal drives, including the
“C:” drive of personal computers, external hard drives, or removable media.

MSBTC will maintain the capability to restore data that is anywhere from 1 day (24 hours) to 3
months (60 days) old.

Restore

MSBTC divides backup and restore procedures based on the nature of the affected files.
Personal data and departmental data procedures are detailed separately. Actions involving the e-
mail system are separate from actions on other file servers.

Personal Data Restore Procedures
MSBTC will accept requests for personal file restorations through the normal MSBTC Help
Desk system. MSB users are not charged for file restore tasks.

The following personal information is required from student, staff, or faculty users requesting a
personal file restored from a network drive. PROOF OF ID MUST BE CONFIRMED WITH
APPROPRIATE ID.

1. Name

2. Novell ID
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Student — class and year of graduation Staff - department.

Complete path to the file that was lost

File(s) names, with extension

Last known good version of file( if applicable)

Recovery Dates, i.e. from which dates do we need to restore the data?

No ok ow

Personal files will be restored to their original account.
Data restoration should be attempted first using Novell file restore functions. Only if that effort
is unsuccessful will MSBTC attempt to restore from tape.

E-mail Restore Procedures
E-mail files restoration involves restoring an entire server, even if only one file is at issue.
E-mail restorations will occur only if specifically approved by the CTO.
E-mail restoration services will not be a normal service offered to MSB users and will occur only
on an exception basis.
Due to the critical nature of the e-mail servers, coordination of the entire staff is required to
ensure a successful restore.
Procedures:
1. Evaluate existing hardware
2. Ensure that server can be rebuilt on the same server that crashed. (Check for hardware
failures.)
Obtain new hardware if required
Contact Novell Support (if required)
Begin restoration via the Sync sort Control panel interface
Contact Sync sort for assistance to restore.
Test restored server functionality.
Restore files

NGk~ W

Department Systems Restore Procedures
Department files will be restored at the request of the appropriate department senior manager.
Department files will normally be restored by re-building and restoring an entire server or array.
Procedures:
1. Evaluate existing hardware; ensure that server can be rebuilt on the same server that
crashed. (Check for hardware failures.)
2. Obtain new hardware if needed.
3. Begin restoration via the Sync sort Control panel interface.
4. Test restored server functionality.

Web pages
Support for the MSB web site is divided into three separate areas.

- Internal MSB Web Pages

- External MSB Web Pages
- Student Web Pages
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“Internal” and “External” pages are defined in terms of the expected audience. Internal pages are
primarily for MSB account holders and provide information and links they may need to conduct
the business of the school. External pages are for individuals who may be seeking information
about MSB and are not yet MSB account holders or an integral part of the school.

MSB External web pages are supported primarily through the MSB Communications
Department.

“Internal” pages are supported by MSBTC staff and MSBTC is responsible for content and
design. “External” pages are under the authority of MSB Communication Department who sets
the design and controls content.

Student Web Pages are personal web sites developed by MSB students for their academic
programs.

General guidelines that apply to all MSB Web Pages include:

- Users with MSBTC sponsored web pages will not place ads or conduct for-profit
activities on the MSB web site nor will they place links to other for-profit sites if the intention is
marketing, solicitation, or business related.

- Users with MSBTC sponsored web pages will not conduct unapproved charitable
activities on the MSB web site nor will they place links to other charity sites if the intention is
solicitation.

Specific support guidelines include:

Student Web Pages
On request MSBTC will provide space on the “W:” drive for students, faculty and staff to host
their web page. MSB sponsored web pages are exclusively for academic use.

MSBTC provides support for individuals or groups on website design or building on a “best
effort” basis.

Internal Web Pages

MSB Internal Web pages include all pages that support primarily internal use by faculty, staff
and students conduction activities related to day-to-day administration, academic study, e-mail or
communication, and general information collection on MSB services, policy and procedure.

MSBTC is responsible for supporting MSB Internal Web Pages. MSBTC will define a structure,
update process and maintenance procedure for these pages.

MSB Mini Sites

Mini sites sit outside of the MSB content management system and are supported by a specific
department. The intended audiences for these sites are internal to the MSB community. Sites
serving an external audience must receive approval from the marketing and communications
department.
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With regard to mini-sites MSBTC supports the following web technologies; HTML, JavaScript
and Perl.

Forms can be created using the KeyForm or another survey tool of the site developer’s choice
(email msb-help@mshb.edu for KeyForm set up). Forms are created and supported by the
department.

A Department Editor is designated by each department mini-site and is responsible for their
department’s sites structure, construction, and updates. Content is the responsibility of the
department. Department Editors are responsible for reading the university web development
policies http://uis.georgetown.edu/web/policies/responsibilities.html .

MSBTC provides web space for the web site files and access to the editors/developers. MSBTC
can also provide template access if needed. MSBTC is not responsible for monitoring site
content for accuracy and errors.

A list of skills required of Department Editors is included in Appendix B.

Below is a list of sites that can be used to assist with mini-site development. Review of the sites
is strongly encouraged.

e About.com - Guide to HTML/XML - information on a number of topics from Web
design to HTML and Java programming
e HTML Goodies - Web development tutorials and resources
Web Design Group - useful general information on Web development
e Web Developer's Journal - Web development tools, resources and advanced HTML
information
e Web Style Guide: Basic Design Principles for Creating Web Sites - a comprehensive
guide to creating user-friendly Web sites, from Patrick J. Lynch and Sarah Horton at Yale
University
WEBalley - Web publishing for beginners - includes some very useful tutorials
Webmonkey: the Web Developer's Resource - includes useful quick reference guides
Webopedia - type in a Web development term and get information on it
WebReference - includes useful expert guides
World Wide Web Consortium (W3C) - the international body responsible for developing
common protocols for the Web

Faculty Web Pages (Explore.Georgetown.edu)

Faculty “Explore” web pages are defined as Internal, however these pages and the technical
support for Explore pages is largely the responsibility of Georgetown UIS. MSBTC will act as a
facilitator to MSB Faculty needing assistance with Explore pages, largely as support for content
changes is required. UIS will define policy, procedure, and technical considerations, including
layout.
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External Web Pages

MSBTC provides specialized support for department web pages. MSB policies and procedures
for the External Web pages are set by the MSB Communications Department. Details are in
Appendix B.

Wireless

The MSBTC does not maintain the Wireless network, “HOY AS”. Services are provided by
main campus computing (UIS). However, the MSBTC does act as the liaison between the end-
users and UIS. Problems experienced while using the network should be reported to the MSBTC
for collaboration with UIS. The MSBTC will provide updates to the users as they become
available.

Use of the GU wireless networks requires personal computers to be specifically configured. The
configuration allows individual computers to connect in an efficient manner.

Wireless network users should remember that wireless networking is a fundamentally less secure
network technology. Wireless transmissions are more susceptible to intercept and compromise.
Users should exercise special care when using wireless networking for financial transactions
over the network or Internet.

Security

MSBTC will provide all MSB Network users with the hardware and software solutions
necessary to maintain the security of the network and each individual PC. MSBTC will set
hardware and software standards that reflect the minimum requirement for connected computers.
However, users should recognize the any modern network is not 100% secure. In most cases
users should behave as if their transmissions on the network are going to be monitored.

MSBTC will monitor network traffic, including e-mail, for security threats.

All MSB Network administration, including password modification, files copy, and file rights
assignment, will take place in an environment where personal user identification has been
established in advance.

MSBTC will maintain the highest level of network security possible including encryption of
critical network protocols such as passwords when they are transmitted across the network and
on the Internet.

MSBTC will provide advice on how to avoid typical security problems such as spam and
phishing emails and will offer instruction on basic security best practices.

MSBTC will provide support to remove malicious programs and software from student, faculty
and staff computers.

User Security Responsibilities

MSBTC expects all individuals using information technology devices connected to the network
to take appropriate measures to manage the security of those devices. In order to protect
university systems, networks and data, it is critical that secure computing practices be followed.
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A breach on one person’s computer can affect many people, causing loss of time and resources,
and possibly loss of confidential data with widespread ramifications.

Network Account Security
Network and individual computer security relies in large part on the user. MSBTC requires the
following security minimums.
o Faculty, Staff and students are expected to follow acceptable use policies as documented
by UIS. http://policies.georgetown.edu/31641.html
e Network accounts will be protected by a password. Each individual must keep their
password private. Intentionally, or through carelessness, allowing any other individual to
use a personal network password is grounds to terminate network access.
e Personal computers attached to the MSB Network must be protected by an effective anti-
virus program.
e Personal computers must be protected by an effective personal computer firewall.
e Users must be aware of and avoid poor network behavioral habits including failing to
avoid suspicious websites and opening e-mail attachments or downloads unless certain of
the trusted sender.

Data Security

Data security is the joint responsibility of MSBTC and MSB Department. MSBTC will provide
the physical and logical infrastructure to support secure data storage on the MSB Network. It is
the responsibility of the department to ensure that user access, stored data types, and expired data
is administered.

MSB departments will routinely ensure that MSBTC is kept updated on changes to user access
rights. These changes will then be applied by MSBTC. If users are added, terminated, or if job
descriptions change, the department should normally notify MSBTC and provide information on
appropriate network file access rights changes.

MSB Departments are required to enforce MSB and GU restrictions on what data is stored on
network drives. Normally, privileged data such as SSN’s and individual financial records will be
stored only on appropriate UIS supported systems such as SIS, GAMBIT or GENESYS.

MSB employees will not store privileged information such as SSN, financial information, and
academic records on personal computers unless extraordinary steps, detailed in each instance by
MSBTC, have been take to prevent data being compromised by the loss of the computer.

MSB employees will not store privileged information such as SSN, financial information or
academic records on a network drive unless that drive has been approved for this use.

MSB Departments are required to establish and enforce a policy to expire old data.

Computer Physical Security
MSB employees are responsible for the physical security of their computers and peripheral
equipment especially external disk drives.
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Equipment vulnerable to theft, including laptop computers and external disk drives, must be
secured to a desk or immobile object using a lock or it should be placed in a secure drawer or
cabinet when the office is not occupied.

MSBTC has established standards for physical locking devices. Users should contact the Tech
Center for information.

Training

MSBTC will provide regular sources for network and application training through a combination
of on-site, recorded web delivered and contracted training. How training in a specific program is
delivered will be determined on a case-by-case basis. Customized training is available when
scheduled in advance.

A list of standard training initiatives is included as Appendix A
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MSBTC Training (Appendix A)

MSBTC Training March 2008

Network Familiarization

Time — Each Wed at 10 AM

Place — MSBTC Room 180 Hariri Bldg

Duration — 45 Minutes

This class is required for all MSB Network users. The Familiarization Class covers
fundamentals of network security, services and MSBTC Help Desk. Instruction will cover
practical application of login, e-mail, e-mail routing, and the MSB web site. Instructors will
assist in basic individual account customization. Participants are required to have a MSB
Network login.

Classroom Audio-Visual Orientation

Time — As requested

Place — Hariri Classroom

Duration — 20 Minutes

This class covers the basics on how to use the classroom audio-visual equipment. This
class is required for anyone using the classroom audio-visual equipment. Participants are not
required to have a MSB Network login.

Network “Dis-orientation” Sessions

Time — Thurs & Friday at 10 am, mid-April through end of semester

Place - MSBTC Room 180 Hariri and web-based located on S: drive

Duration — 20 Minutes

This class is designed for graduating students and those users who will no longer be using
the MSBTC’s network services. It is not designed for users/students leaving only for summer
break or study-abroad. Instruction will cover removing the Novell and GroupWise clients from
your computer, email archiving, email forwarding as well as other general graduation
misconceptions. Attendees will be current MSB users who will be permanently leaving the
MSB.
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MSBTC Department Web Page Support (Appendix B)

MSBTC support for department web pages stipulates that the primary responsibility for the
timeliness and accuracy of department web pages lies with the individual department.

The MSB Communications Department has the responsibility for the overall “look and feel” of
MSB Web pages as they relate to the “external” web site. External web pages are those pages
that would be used primarily by individuals visiting the MSB web site for program information

Maintenance of the External Web Pages begins with a monthly coordination meeting. MSBTC
Web Tech Team members will participate in this meeting and assist in mapping near-term
maintenance tasks.

Department web designers will make most of the modifications required for their assigned web
pages. Department managers will ensure the timeliness and accuracy of these changes.

Department managers will submit web page changes to the MSB Communications Department.
Once approved, the MSB Communications Department will publish web pages.

UIS will provide the technical infrastructure required to support MSB External Web Pages.

UIS will provide training in those technologies, including any Content Management System
(CMS) programs, department users require to administer their web site.

UIS will provide support for those External Web Site pages that use enhanced audio-visual
effects.

Training needed for McDonough Content Management System (CMS)
If your department chooses to use the McDonough Content Management System (CMS), the
following basic skills are necessary to support your pages:

e Create Paragraphs e Embed Images

e Create Lists e Control Line Breaks

e Create Local Links e Create Remote Links
e Create Image Links e Apply Bold and Italics
o Create the Table Body e Create Table Headers
e Modify the Table Structure e Align Table Content

e Modify Table Background Colors

Training needed for departmental sites outside of the CMS

If your department chooses to support your own web site outside of the CMS, the following
basic skills are necessary to support your pages:
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Create a Global Structure

Add a Page Title

Modify the Page Background

Create Paragraphs

Embed Images

Create Headings

Create Lists

Notate Code

Insert Horizontal Rules

Control Line Breaks

Group Elements

Create Local Links

Create Remote Links

Create Image Links

Apply Bold and Italics

Modify Font Styles

Create an Embedded Style Sheet

Insert HTML Entities

Create the Table Body

Create Table Headers

Modify the Table Structure

Align Table Content

Modify Table Background Colors

Create a Layout Table

Embed Images in Tables

Modify Table Spacing

Create an Image Quilt

Nest Tables

Create Email Links

Specify a Default File Path

Create Bookmark Links

Create Image Maps

Apply Logical Markup

Use Class Selectors to Apply Styles

Share Styles Across Documents
with External Style Sheets

Format Elements with Inline Styles

Account for Cascade and
Inheritance When Setting Styles

Automatically Refresh Pages

Create an Image Rollover

Embed a Flash Movie

Embed a QuickTime Movie

Embed a Java Applet
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